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Giai phap giam thiéu DDoS dua trén dam may phan tan
Flood Shield 1a mét dich vu bao vé DDoS toan dién dwa trén nén tdng dam may, cung cap kha ndng bao vé DDoS nhanh
chéng, don gian va hiéu qua nham dam bao sw &n dinh cho may chi gbc clia ban trwéc cac cudc tAn cong tir chdi dich vu
phan tan (nhw SYN Flood, ACK Flood, UDP Flood, HTTP Flood, ...) theo th&i gian thwc, ddng thdi cung cép dich vu ting toc
cho nguwdi dung hop 1é dé t6i wu hoa trai nghiém ngwoi dung. Giai phap nay hoat déng nhw mét 1a chdn nhdm dam bao sw én
dinh va d6 tin cay cta céc dich vu va ha tang truc tuyén.
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Kha néng giam thiéu khang Bao vé DDoS va ting toc tich hop
lo (le tai nguyen doi dao) Flood Shield la mét giai phap bao vé DDoS dwa trén

V6&i hon 20 trung tam loc DDoS toan cau va cong dam may, duoc xay dwng trén nén tang cong nghé tang
suét giam thiéu hon 15 Tbps, Flood Shield bao vé téc CDN. Bén canh viéc cung c&p kha nang bao vé

doanh nghigp cda ban trwée ca nhikng cude tan DDoS, Flood Shield con cung cap cac dich vu tang téc
cong khoi lvgng I6n va tinh vi nhat. CDN bao gdm dinh tuyén théng minh, 1ap lich thong

minh, can bang tai va lwu dém.
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Tich hgp WAAP toan dién Dich vu ho trg 24/7

Flood Shield tich hop lién mach véi twéng Ira (ng dung CDNetworks cung cap day dud cac dich vu hd tro 24/7 théng
Web (WAF), quan ly Bot, bao méat API va céac giai phap qua cac doi ngi hé tro dia phwong trén toan cau. Cac dich vu
bao mat khac. Kha nang twong thich nay cho phép ban bao gdm hd tro' qua dién thoai, tin nhan tirc thi va email. Ching
xay dwng mét chién lwgc phong thi WAAP toan dién, t6i cling cung cap hd tro da ngdn ngir bang tiéng Anh, Trung,
nang cao mic do bao vé bao mat hién tai cho trang web Nhat, Han, Viét, Thai, Indonesia va cac ngdn ngir khac.
cla ban.
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Giam thiéu DDoS tang L3/L4 va bang diéu khién

Kich hoat kha n&ng phat hién theo thoi gian thwe va tw déng chan cac cudc tAn céng DDoS & tAng mang
nhu SYN Flood, ACK Flood, ICMP Flood va UDP Flood, déng thoi dat dwoc khd ndng loc dudi 1 gidy dua
trén tdng céng suét loc hon 15 Tbps. Gitr cho ha tAng mang cta ban an toan va kha dung bang cach loc lwu
lwong ddc hai va chuyén hwéng cac cudc tan cong khéi lwong Ién ra bién mang, hiéu qua bién cac PoP bién
thanh tuyén phong tha d4u tién trwéc cac cudc tAn céng nay. Tao bang diéu khién va dich vu ghi log chuyén
dung dé c6 cai nhin sau hon vé cac cuéc thn cong DDoS tAng mang.

Giam thiéu DDoS tang L7 va bang diéu khién

Bao vé khoi cac cudc tdn cong HTTP/S flood, low and slow va céac hinh thire tAn cong DDoS tang (rng dung
khac dang phat trién nhanh chong bang cach s dung Intelligence Threat, Rate Limiting nang cao, thi thach
b&o mat an va bao vé bang Al. Gilr cho website va (rng dung ctia ban ludn hoat déng, én dinh va dwoc bao vé
trwéc cac cudc tAn cong phan tan tinh vi bt chwéc hanh vi ngwoi dung that. Nang lwc gidm thiéu manh mé
vuot hon 1ty QPS, dwoc hd tro béi bang didu khién va dich vu ghi log danh riéng cho DDoS tang (ng dung.

Nhiéu k¥ thuat dinh tuyén

Cung cap ca hai cong nghé dinh tuyén DNS va Anycast dé tién hanh gidm thiéu tAn cong ngay tai diém gan
diém bj tAn c6ng nhat, sau dé truyén lai lwu lweng hop 1& vé may chi gbe trong khi &n dia chi gbc.

Bao vé thiét 13p san & Chinh sach tly chinh

Cung cap nhidu mau chinh sach bao vé dwoc thiét lap sdn dwa trén hon 10 nam kinh nghiém van hanh SOC.
Cac mau c6 thé dé dang chuyén dbi dé déi phé véi nhidu loai hinh tn cong khac nhau. Cung cép cac chinh
séach tlly chinh d& phi hop véi cac kich ban (rng dung khac nhau.

Quan ly chirg chi dé dang

Hb tro dich vu quan ly chirng chi SSL linh hoat, cho phép tw tai [én chirng chi SSL va tw cAu hinh chirng chi
mién phi chi v&i mét ct nhdp chudt nhw Let's Encrypt.

Bao vé Al & Hoc may

S& dung phan tich théng minh Al va hoc may dé tao ra dworng co' sé truy cap cla nguwdi dung binh thudng,
sau d6 tw déng ap dung céc chién lwoc bdo vé phi hop. Cung cép nhidu tiéu chi phan tich hodc chi s6 cho
hoc may, bao gém IP, HTTP Header, cookies va cac doan ma JavaScript.

Giam sat va canh bao theo thdi gian thutc

Cung cép dich vu gidm sét va canh bao theo thei gian thyc toan dién va da chiéu, nhw canh béo tan cong
DDoS tadng mang va tang (ng dung, canh bao chuyén doi CPS dé& bao ngay céac hoat déng dang ngd trén
website. Canh béo c6 thé dwoc glri qua nhiéu phwong thirc nhw email, telegram, etc.

HO trg nhiéu giao thic cho cac kich ban kinh doanh
Hb tro ca giao thire HTTP/S, TCP/UDP @& phii hop véi nhiéu kich ban kinh doanh khac nhau.
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Kién triic san pham

Tinh nang ca ban Tinh néng mé rdng

Kich hoat tw phuc  Bang diéu khién DDoS I6p Bo giao dién API day du Tich hop SIEM
v mang va (*ng dung (OpenAPI) (dAy log)
Xuét b4o caobdo  Bao vé b6 quy tic thiét Canh bao tén cong Quan Iy ching chi
mét 1ap s&n va quy tac tiy (Email, Telegram, etc)
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Cac trung tam loc toan cau

Origin Server

Diéu phdi  L3/4DDoS  L4/7 Access Rate L7 DDoS SSL/TLS Luu trir dém  Diéu huéng Can bang tai
DNS/Anycast  Firewall Control Limiting Firewall tuy chinh  théng minh

Hacker

Phan tich log ' Chinh sach bao vé ty dong
Mo hinh bao vé Al

— A
Thu vien Threat @ Intelligent Blocking v Adaptive Protection
© Inteligence
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Piem noi bat cua san pham
Kha nang giam thiéu manh mé
Véi hon 2.800 didm hién dién CDN phan bé toan cau, Flood Shield sé& hiru cac trung thm loc DDoS quy mé I6n trén toan thé gidi.
V&i ndng lwc gidam thidu hon 15 Tbps va 1ty QPS, giai phap nay duoc thiét ké dé ddy Ibi ngay ca nhirng cudc tan coéng I&n va nguy

hiém nhét. D6 1a ly do vi sao Flood Shield la Iwa chon hang d&u cho céc trang web game I&n, trang phét trwc tuyén va cac nganh
khac dé bi tAn cong.

¢+ Trung tdm loc DDoS: 17 trung tam tai khu viec Chau A — Thai Binh Dwong ngoai Trung Quéc dai luc, 60 trung tam tai Trung Québc
dai luc, va 6 trung tam tai Chau Au va Hoa Ky.

¢+ Nhu cau thi trudng méi ndi: Cac trung tam loc méi c6 thé dwoc xay dwng nhanh chéng dwa trén hon 2.800 diém hién dién CDN
toan cau hién c6 clia CDNetworks.

. Dich vu cao cép tai Trung Qudc: CDNetworks cung cap dich vy Truy cap Internet Chuyé&n dung (DIA) — Dich vu Cao cép tai
Trung Quéc danh cho cac doanh nghiép toan cau tiép can ngwdi ding tai Trung Qudc véi hiéu suat vwot trdi, do tin cay cao va do
tré thap.

=D 200,000+ O 2,800+ N 70+
=0 Méy chli toan cau Céc diém hién dién W57  Cic thanh phd & hon
CON toan cau 70 qudc gia
3.3B+
v S6 lugng tan cong mang @ 2'09pr5 34-7M QPS
giam thiéu trung binh Ky luc luu lugng gidm il « luc dinh clia giam
hang ngay thi€u DDoS cao nhéat thiéu DDoS tang L7
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Global Scrubbing Centers Location

APAC Scrubbing Centers

China‘s Mainland (*60 Centers)
Hong Kong, China

Taiwan, China

Seoul, Korea

Osaka, Japan (*2 Centers)
Tokyo, Japan (*2 Centers)

f @ . 7 O S Bangkok, Thailand (*3 Centers)
. ) e vy _ e e Ho Chi Minh City, Vietnam (*2 Centers)
. - o . : e @, ‘. Manila, Philippines
] . e e Cebu City, Philippines
Europez_m and@merican o . ' ® v @ Surabaya, Indonesia
Scrubbing Centers : 4 ""_ ® Singapore (*2 Centers)
Frankfurt, Germany : : .
Amsterdam, Netherland -
Los Angeles, USA
New York, USA
Paris, France
London, England ® Cac diém hién dién CDN toan ciu @ Céc trung tam loc toan cau

Giai phap IP doc quyén

CDNetworks cung cép céac giai phap IP doc quyén, phan bd moét nhém IP déc quyén cho mdi khach hang. Phuwong phap nay
khéng chi dap (rng yéu cau cach ly tai nguyén ma con thu thap va hién thi dir liéu log tn cong & cac Iép mang Layer 3/Layer
4. Cac nhém IP ddc quyén ciing hd trg khéi niém "MAPs chuyén dung", cho phép khéach hang st dung nhiéu nhém tai nguyén
IP & dap ng nhu cau céch ly tai nguyén cla cac doanh nghiép khac nhau.

Resource Management

Resource Group Type: Website Resource Group:  Select Domain: Please Select

Resource Group Number of Domains Number of Custom Service Ports Custom Service Ports Operation

RE-CPS-1 21 1 18080 Modify | View
RE-CPS-2 54 2 18080, 28080 Modify | View
RE-CPS-3 15 0 Modify | View

Tri€n khai nhanh va vén hanh dé dang

¢ Cung cép phwong thirc truy cap CNAME (c&u hinh DNS) hodc Anycast IP dé kich hoat dich vu nhanh chéng.

e Cung cép giam sat va canh bao 24/7. Ddi ngli chuyén gia bdo mat cung cap cac dich vu nhw hd tro trién khai, di
chuyén cau hinh, tinh chinh va xt ly sw cé tan céng khan cép.

o Hb6 tro tich hop SIEM va ddy log tAn cdng gan nhu theo thoi gian thue dé dap (rng nhu ciu van hanh va bao tri tw déng.
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Giai phap SDK cho rng dung di dong (Gaming Shield)

Giai phap SDK cuia Flood Shield kiém soat tt ca lwu lwong giao tiép béng cach nhiing SDK vao cac trng dung, hd tro dinh tuyén

va mé hoéa dir liéu, dap (ng hiéu qua nhu cau bdo vé DDoS va chdng chiém quyén diéu khién.

¢+ Tinh tuong thich cao: V&i hon 10 nam kinh nghiém phat trién va van hanh SDK, va cac bai kiém tra twong thich da
phién ban da dwoc chirng minh bao gdm Android va iOS.

¢ Truyén tai ma héa manh mé: Tap hop lién két SDK chuyén céc tén mién cuta khach hang thanh tén mién cta bén thir ba dé
truyén tai div liéu ma héa. H6 tro thay ddi dong gia tri SNI ngén chan viéc chiém doat SNI va ngan tén mién thuc cta khach hang bj
chiém doat théng qua viéc bat goi dir liéu tir I/O mang.

¢+ Chdng chiém doat: Ngan chan chiém doat DNS bang cach dinh tuyén IP dé 14y dia chi IP PoP va tw déng chuy&n ddi néu mét
PoP bj gian doan.

Dich vu tu’ phuc vu hoan toan trén bang diéu khién

CDNetworks cung cdp mét cdng dich vu tw phuc vu don gian, thédng nhat, d& si dung va hoan toan than thién, cé thé st
dung ngay lap tirc dé dap »ng nhu cau truy van va van hanh ty phuc vu, ddng théi tao diéu kién thuan lgi cho viéc van
hanh va bao tri hiéu qua.

¢ Bang diéu khi&n v&i cac cong cu phan tich log tAn cong da chiéu va phong ph.

¢ Cung cép dich vu tw phuc vy, bao gdm tao tén mién, truy cap cdng tiy chinh, quan ly dich vu bdo mat, quan ly ciu hinh
CDN va quan ly nhém tai nguyén.

¢ Hb tro cAu hinh chinh sach bao mat, bao gdm chinh séch thiét 1ap sén, chinh sach rate limiting, black list va white list, kiém
SOat truy cap va cau hinh canh béo.

o Danh séach giao dién API day di va hd tro Open API, bao gém giao dién API cAu hinh bdo mat va bao c4o bdo mat.

¢ Tinh n&ng IAM cla bang diéu khién: kidm soat tai khoan dwa trén vai trd, quyén truy cap ngwdi ding chi doc va quyén truy
cap quan trj da nguwdi dung.

Service Type: Flood Shield(1551)
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Total Blocked Logged Blocked

300Mbps Attack 1P Location Requests Requests Requests Ratio

Logged Ratio

Mainland China 4139 2.048 0 49.48% 0.00%
Guangdong

M ———————

Attack Type

07/03/23 0000 07/04/23 1145 07/05/23 2330 07/07/23 1115 07/08/23 2300 07710723 1045

M Passed Bandwidth M Blocked Bandwidth B SYN Flood ACK Flood UDP Flood ICMP Flood M Others Mainland China 1.758 1.675 0 f95.28% 0.00%
Jiangsu

Gia ca linh hoat

»  Cung cép cac mé hinh gia linh hoat phii hop vé&i nhu cau cla ban, gitp ban cé dwoc giai phap tdt nhat véi mie gia hop ly nhat
dé phu hop véi nhu cau kinh doanh. Cac ké hoach gidm thiéu khéng gi¢i han va giam thidu linh hoat cé s&n tiy theo ngan séch
cla ban

o Hb trg tich hop dé dang véi WAF, quan ly Bot va bao mat APl d& nhanh chéng xay dung kha néng bao vé bao mat (rng dung
web va bdo mat API (WAAP), tlr d6 nang cao toan dién mirc do bao vé bao mat trang web.

Lién hé qua sales@cdnetworks.com hodc truy cap cdnetworks.com



mailto:sales@cdnetworks.com

<& CDNetworks

Accelerate. Secure. Control.

La mang lwdi dan dau khu viec APAC véi hon 2800 diém hién dién toan
cau va hon 20 nam kinh nghiém cong nghé, CDNetworks dén nhan ky
nguyén méi cla Edge va nang tdm no 1én mdt mirc dd cao hon bang cach
st dung Edge nhw mét dich vu dé& cung cép nhirng trai nghiém ky thuat sé
nhanh chéng va bao mat nhat cho nguei dung cubi.

Céc san pham va dich vu da dang cla chiing t6i bao gém hiéu suét web,
phan phdi media, bdo mat dam may, bao mat zero trust va dich vu
colocation — tat ca déu dwoc thiét ké doc dao dé thuc day dbi méi kinh
doanh.

DPé tim hiéu thém, hay truy cap cdnetworks.com va theo ddi chiing t6i trén

LinkedIn.




