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Tuong Iura u'ng dung web (WAF)

Bao vé théng minh cac (rng dung web trong thoi gian thuyc

Tudng Ira ('ng dung web (WAF) clia CDNetworks la mot giai phap dua trén dam may gilp bao vé cac (ing dung web khoi

cac cudc tdn cong web ddc hai, va cac 16 hdng bao mat trudc khi chiing cé thé bi khai thac, loai bd cac diém yéu, bao vé

chdng lai cac loai tnh cdng khac nhau va giam thiéu rui ro. SI dung nén tang phén tich dif liéu I6n dé thu thap di liéu va

mau tan cdng hang ngay, gidi phap WAF clia chiing toi phan tich cac dif liéu nay dé tdi uu hda cac quy tdc WAF, cung cap
bao vé& chdng lai cac 16 héng trong danh sdch OWASP Top 10.

.f_ _1 —1
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Dich vu phan tich thong minh Bao vé Zero Day
Dich vu phan tich thng minh cliia WAF st dung tri tué Ludn theo ddi cac 16 hdng Zero Day méi, gidi phap WAF clia
nhén tao (AI) va thuat toan hoc may (ML) dé nhan CDNetworks sé ngay lap tic guri “ban va ao” thdng qua cac
dién cac yéu cau hgp Ié clia nguGi dung bi chan nham quy tdc WAF dén toan bd nén tang va nhanh chéng xur ly khi
bdi cac quy tdc WAF, dong thdi tao ra cac ngoai |é cho phét hién cac |6 hdng Zero Day.

cac quy téc d6, gilip giam thiéu canh bao sai.

Nhiéu cong cu truc quan hda
Giai phap WAF clia CDNetworks cung cdp nhiéu cdng cu truc quan hda khac nhau nhu bang diéu khi€én WAF, nhat ky su c8,
dong bd hda nhét ky véi hé théng SIEM va canh béo tin cong, gilip ban ludn cip nhét tinh trang bao mét cla t& chirc va diéu
chinh cac quy tic WAF dé tdng cudng bao vé& cho doanh nghiép.
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Tinh nang

Phong tha theo OWASP Top 10 Kiém soat truy cap

Hon 1.000 rules WAF tich hgp s3n dugc cung cip dé bao Chan ngudi dung bat hgp phap va luu lugng truy cap doc hai
vé khoi cac mdi de doa hang dau dugc OWASP cong bg, tiém &n dua trén dia chi IP, header HTTP va cac thudc tinh
nhu tdn cong injection, path traversal, XSS va nhiéu hinh khac nham ngén chdn céc cudc tdn cdng vao Uing dung web.

thirc khac.
Gidi han toc do truy cap

Rules tl‘.ly chinh Giam nguy cd tan cong brute-force va cac hinh thirc tan cong
Tang tinh linh hoat trong bao vé bang cach tao cac quy tac tu dong khac bang cach cdu hinh s6 lugng yéu cau HTTP dugc
tly chinh va mau nhan dién théng qua trinh hudng dan phép gui dén may chd backend trong mét khoang thoi gian
quy tac than thién véi ngudi dung. nhéat dinh.

Xac thuc giao thirc HTTP Threat Intelligence

Cung cap nhiéu tiéu chi cai sdn cho viéc xac thuc giao thirc Cung cép cho t8 chlic lugng I6n di liéu IP tir bén th(r ba dé
HTTP, cho phép t& chiic cdu hinh, phat hién va chdn cac cht dong dua vao danh sach den céc dia chi IP c6 kha néng
yéu cau HTTP bdt hgp phdp dua trén cdc yéu t6 nhu g3y hai trudc khi xay ra tan cong.

phuang thic yéu cau, phién ban va kich thudc header.

Cach hoat do
ach hoat dong

WAF clia CDNetworks 1& mot gidi phap dua trén nén tang ddm may, tich hgp han 1.000 rules WAF ¢ san. Vdi cac rules
nay, cling véi cac quy téc tuy chinh, kiém soat truy cap, gisi han tdc dd truy cap, threat intelligence va céc tinh ndng khac,

giai phap WAF clia CDNetworks cd thé& gidm sat va chin cac yéu cau ddc hai tir cac cudc tan cdng web theo thdi gian thuc.

Nén tang WAF cua CDNetworks

Kiém soat truy cap Gioi han téc do WAF Rules
[
End User . L .
Xac thirc giao thirc HTTP Phan tich théng minh Phat hién vi pham Iap lai theo IP é’—\_\)
L4 EE
@ Origin
' L4
Hacker Threat Intelligence Bao vé Al Hoc may

L .
vV mE 3 Y

Truy cap API canh bao & thong bao tich hgp SIEM dich vu bao mat

Ung dung cong nghé tri tué nhan tao (AI) va hoc may (ML), giai phdp nay tu dong xU ly cac su ¢8 tdn cong &
ché& dd ngoai tuyén va tao ra cac chién lugc phong thi mdi nhdm téng cudng bao vé cho doanh nghiép cla

ban.
Theo dbi tai B3t dau dung thif
Ngoai ra, WAF dua trén nén tang dam may cla chiing toi dudc trién khai tai cac ndt bién trén toan cau, cho mien phi

phép chan cac yéu cau tan cong gan ngudn phat tan, qua dé tdng cudng kha ndng bao vé cho toan b hé

théng phong tha.
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